Configuration Guide

C-Lufiopns

IRX Wireless
Application Platform




This page intentionally left blank.



Configuration Guide

TABLE OF CONTENTS

QLI =1 I O ] o {1 1 PP 1
O O L@ 11/ 1 I N N[ S 3
LN 1 15 1O L I L S 5
[2T0) @ @0 ] 0] (=] o1 & JRUT PP PP PPPPPPPPPP 5
Required Components for Installation (SOId SEPATALEIY) .....ceeeei i e s e e e s s st e e e ee e s s anatbrreeeaeesssanbraneeeeeeesans 5

PN o] 01 0L Y7=To B @] 4T 0o 0= ) £ £ S 6

[ (01T A (o @ o [T gl P 1o Y TSI @0 4 a] o Lo 1= RS 7
Required ComPONENES FOF OPEIALION. ......... i iiiiiii e e et e e e e e e e s s st e et eaees s s st e taeeeeaeessaassetaeeeeaeesssasssaseeeeaeessanssssaeeeeeeesssannssennneeenssanns 8
(D= - W oot o]0 | ANl 1V LT PR TUPPRTPPP 8
LTI T )i To ] g TS OA U] o] =T G = - SRR 8
PRODUCT OVERVIEW ...ttt ettt et e e e e et s e ettt e e e et e e e e e ta s e e eeeta e e e eetanseeeetaa s eeee e s eeeeetanneeeesan s eeeeesanneeentanneeeennns 8
LT 01T o I @ AN =T oV T R 9
1 O g =T = T (=] £ 1o PP PEPPRR 10
(70T gaT oTo] 1T a1 £ 0] T8 1o T=TN T PR 11

B IC=Tod ] o= LIRS o T=Tod 1o o PR 12
G = 1O I I T N USSP 16
YU TP U VoLl = U] o @ o) o SRR 16
Option A — 802.11b Networked INfOrmation CENLEE (NIC)...... .. i ittt e e e e e bttt et e e e e e s s st beeeeeaeeeaaaanbbeeeeaaeeeaannnbeeeeaaaeaanns 17
OPLIoN B — 802. 11D ACCESS POINT... ..ttt ettt e e e oo oottt et e e e e e o h bbbttt e e e e e s o ab b e be e e e e e e e e aanbbee e et e e e e e e am s b beeeeeeeeeaannbbeeeaaaeeeaannnbneeaaaeasanns 17
(@) 1[0 o IO =1 1T 4111 YA (2 7= 1) TR 17
Option D — FINancial SErviCeS (ETNEIMET ATIMIS) ....uuiiiiii ittt et e et ss sttt e e e e e e e es et e e e e s s s et eteeeaeea s s s nstaaeeeeeesaaasssaaeeeeaeesaanssseeneeaaeessansnneneneaeeesanns 17
Option E — Financial Services (BISYNC/SDLEC ATIMS) ..iiciiiiiiiieiiitie et iiitieeeeeee et aatteteeeaeaesssastaaeeraeeasssssstaaeeeaeesaaassaaeeeeeeesaaasssteneeeeessaaasnsneeeeeessanns 17
L0110 ] T S € = - T o T I 1 SRS 18
(=T LB (ST o)V = TUT1 (o ] 1T} 1 SRR 18

L5 @ 1\ L1 1 N (T I 1 | 20
VUYL= o o T= = To I @ o] o) o 181 = iTo ) o I =d 10 | = o ¢ SRR 21
TR T O R TSy (= I =T 0T =T o =] ) SRR 21

(070} o1 o =T 0 0 I 1Y 1= 1 1 o o £ SRR 22
107e] gl o[ Tod AV T= W o o= 1 i1 o [T 4 g =] PP PP OPUPPPRTTR 22
107e] gl o= To AV F= | =] PP PP RUOPTPPPRTTR 23
CONNECE ViA B02.11 ACCESS POINT......ciiiiiiiiiiiiiiie ittt ettt sttt e e sttt e e sttt e e e st e et e e s st et e e e s be e e e aaste e e e aa s be e e e 4a s be e e e oA sbbe e e eanbee e e eanbbe e e s nbbeeeesnbbeeeeanbeeaesanree 23

(o To [Tl (T @fo] i {To T8 r=1u [0 a I =d oo | =T o SR 23
070 o1 iTo 8] r= 1 To] 0@ 1 o] o LS PP EPRRT 25

ST oY AN | IS = 1] o PSR 26

VAL O g =T g Vo T TP 27




iIRX Wireless Application Platform

(D EYox= 1o I @1 s T= g o =2 PR RUTP R 28
7T a1 o ST 11T SRS Tox (== o PP EPRPR 29
TN A I Y (o [ £ ST T[T PP P PP PPUPT 29
15 = N B - L= VOO P P UP R OURUPPTO 30
CT=T o l=T = I @fo] 01T [T =\ i o] o IO TP P PP RUPRTPPPRTTR 30
LT g = A= 11 o LSRR 32
=TT gy A @] a1 To [ =i o] o PRSP RUTT 32

o0 2t I S Y= 11 o L PP ERPRR 34
802.11b Wireless Ethernet NetwWork CONfIQUIALION .........ciiiiiiieiiiii e st e e s e e e e s s e e e e e e e s st e et e e e e e s sansteeeeeaeesaasnsaeeeeaeeesaannnnannneeeeesanns 35

NNy Y= 11 o 1SR 37

Tl oTo U gL I I o Tol (U] TP PU RSP PRSPPI 39

L@ 1010 o101 aTo I I = o3 =0 A0S T=1 1 1] T USSR 39

] ST =T ol o] oo U] =1 1o o PSSR 40
Y= [T ox (o] £ TP PP TPPUPPPRTTR 42
L0001 1T 01 B U PP ST 42
L] S TS Y=Y 1] o PR 44
Output Options / Local Serial NIMEA FOIMMAL ... ...ttt oottt ettt et e e e e e e b bbbt e e ea e e e e aaa bt et e ee e e e e s e aa st beeeeeeeeeaannbbeeeeaaeeeaanbnbeeaaaaaasanns 45
LY | =YY =T o [T o [ol 2SR PTRTRPRTRPRPRPN 45
TROUBLESHOOTING. ...ttt ettt ettt ettt oottt o et ettt e e et ta e e ettt aa e e e et ha e e e et ba e e e eetaa e e e eeeaa e e eeeban e e eeeban e eeeeban e eeeesaaneaaensanaaaees 47
(7] 01 To] gl o o] o] (=T 0 ST UU PR OUPRPOTTRPN a7

Y N = I A N[ I I 0 PP PPPPPRT 49
AP P END X A GO S S A RY ittt et e ettt ettt oo ettt oo e ettt e e e eeta e e et taa e eeeee bt e eeeta e e et taaeeeet b e e eeetaa e eeeraaaaeehaaaaae 52
LN B TP PUPPPTPPPIN 62

IMPORTANT!

Please Read Safety Notice on 50 before using the iRX.

Last Updated
RIN-8001-5015
September 2004

© 2004 el utions, Inc.




Configuration Guide

TABLE OF FIGURES

Figures Page
Figure 1 —iRX Wireless APPIICALION PIALTOIMN ......eoii ettt s e et e st e s be et e s besaeeneesaeenaetesaeeseeseeensesbenaeensessenreentens 9
Figure 2 —Front Pane of IRX WiITElESS PIalfOr M .........ooiiii ettt sttt e st et e s ae e e et e s aeesesteenaestesreentesreeneeseesneesenren 11
Figure3 —Rear Panel of IRX Wir@l@SS PIaETON T ...ttt bbb s e e e e et e st bt s e b e e n e e 12
Figure 4 —iRX CONfigUI aliON PrOQE @M ......c.ccieiieiieie ettt te st et e s e e s testeetesbesseessesaeeaeastesaeesseateensesbesseenseaseessasteeaeesseseeensessesseensesseennesesneesenren 21
Lo (BT Y AT Y O =T To = o = o P 27
FIQUIrE 6 — GENEN Al SELLINGS STIEEN ...ttt e a e st bt Rt e R e e e e e 2o e e R e e R e e R £ 4Rt AR e A8 £ 82 e e ae e RE SR e eE e e R e AR e e R e s e e e e e ae e bt nE e b e s b e s e s e e e e enen 29
FIQUIre 7 — ETNEINEL SELEINGS SCIEEN ...ttt h e et e e e e e ae e R e e R Rt AR e 48 e 8 e e e e e R e e R e AR e AR e e R e e R e s e e e e e ae e bt nE e e b e nb e e e s e nn e e enn 32
Lo (BT c 0 S AT a0 s == o P 34
FIQUI @O — INAT SEIINGS STI BN ...ttt e e e a e he e E £ e Rt e R e o8 e e e 2o e e e e e R e AR £ AR e AR e 8 £ 8 e e e ae e R e SR e AR e e R e AR e e R e s e e e e eaeen e e bt e b e nb e s e n e e e e enen 38
FIgure 10 — IPSEC CONFIQUI BEION STIEEN .......oiiiiiit ittt h e s e e s e e e e s e e R e e b £ o8t e R e 8 e s e e e ae e R e e R e eR e e R e e R e e R e s e e e e e et e n e e R e e bt nb e e e nenn e e enn 40
Figure 11 — IPSec Configuration (Add SEIECLOIS) STIEEN........cci e cee et ee ettt e e s te st et e teeaesbesseeseaseeseestesseessesteenaestesseensesrennsessesneensenres 41
FIQUI @ 12 — GPS SELLINGS SCIEEN ...ttt sttt sttt e st e et estesae e testeeaeesbeeseesseaaeeaeesteaaeesseaEeeaseabeaseenseaseeasesseaneesseaEeenseseeeseenseareensetesneensenren 44

elutions.com 1



iIRX Wireless Application Platform

This page intentionally left blank.

2 elutions.com



Configuration Guide

FCC COMPLIANCE

Compliance Statement (Part 15.19)

This device complies with part 15 of the FCC Rules.
Operation is subject to the following two conditions:
1. Thisdevice may not cause harmful interference, and

2. Thisdevice must accept any interference received, including interference that may cause undesired operation.

Warning (Part 15.21)

Changes or modifications not expressly approved by the party responsible for compliance could void the user’ s authority to operate the equipment.

elutions.com 3
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INTRODUCTION

Thank you for purchasing the iRX Wireless Application Platform. Once installed and configured, it can provide you with secure and reliable
communication for data, voice, and video within multiple networks. This chapter includes:

Box Contents Page 5
Required Components for Installation Page 5
Approved Components List Page 6
How to Order Components Page 7
Required Components for Operation Page 8
Communication Software (iDEN) Page 8
Data Account Activation Page 8
Customer Care Page 8

Box Contents

The iRX wireless device ships with the following:
iRX Wireless Application Platform (WAP) Device
CD containing:
o Installation Guide
o Configuration Guide
o Warranty Card

Required Components for Installation (sold separately)

IMPORTANT: Before you begin installing the iRX, you must
obtain the necessary approved components.

elutions.com 5
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The following table lists lists components commonly required for installing the iRX.

Ignition/Power Harness

Cellular Antenna

GPS Antenna (for GPS 1/0O Build Option only)

only)

802.11 Antenna (for 802.11 NIC and Access Point Build Option

Ethernet Crossover cable

RS-232 Data Cable for computer, cellular data or GPS data

USB Cable

IMPORTANT: Use only approved and tested components. The use
of unapproved components voids the product’s warranty.

Approved Components List

The following table lists the components that have been approved for use with the iRX:

Part Number

Product Name

Antennas

5000-C5-RFM

Cellular Antenna Magnetic Mount (Motorola)

5010-C5-RFM

Céellular Antenna Magnetic Mount (spring wire)

5020-C5-RFM

Cellular Antenna Direct Mount (soft rubber)

5030-C5-RFM

GPS Antenna Magnetic Mount (Lassen LP)

5040-C5-RFM

Cédllular Antenna Fixed Mount

elutions.com
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5050-C5-RFM Dual Cdlular/GPS Antenna Fixed Mount
5060-C5-RFM Dual Celular/GPS Antenna Covert
5070-C5-RFM Cellular Antenna Glass Mount
5075-C5-RFM Low Profile Fixed Mount Cellular Antenna
5080-C5-RFM Dual Cdlular/GPS Antenna Glass Mount
5085-C5-RFM Dual Cellular/GPS Antenna Fixed Mount Radome
5090-C5-RFM Dual Cdlular/GPS Antenna Magnetic Mount
5095-C5-RFM Low Profile Fixed Mount Cellular Antenna
XXXX-C5-RFM | 802.11b Wireless LAN Antenna

Power Harnesses and Adapters
5110-C5-RFM Ignition/Power Harness (15 ft. cable for vehicle wiring)
5130-C5-RFM Ignition/Power Harness ( 3 ft. cable for fixed locations)
XXXX-C5-RFM | AC Power Adapter Kit
5290-C5-RFM AC Power Adapter Kit (Extended temperature)
5255-C5-RFM Cigarette Lighter DC Adapter Kit

Cables

XXXX-C5-RFM | 2M DB9M to DBOM Null Modem Serial Cable
XXXX-C5-RFM USB Cable
XXXX-C5-RFM Ethernet Cross Over Cable

IMPORTANT: eLutions updates the list of approved components
periodically, to accommodate the variety of installation
environments and industry solutions. Please check eLutions’ web
site for an up to date components listing.

How to Order Hardware Components

Components for the iRX can be ordered online at www.elutions.com/wireless or by calling eLutions Wireless Support Center at 1-888-

349-4338.

elutions.com
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Required Components for Operation

In order for you to begin using theiRX and connect to theiDEN network, you must have the following components:
Activated Data Account

IMPORTANT: Before you can begin using the iRX within the
iDEN network, you must have an activated data account.

Data Account Activation

For information on how to obtain a data account, please contact your sales representative or eLutions' Wireless Support Center at 1-888-349-4338.

eLutions’ Customer Care

For installation, device or network issues contact:
el utions Wireless Support Center by phone at 1-888-349-4338 or by email at customersupport@el utions.com

When you call, please have a detail ed description of your problem. To provide you with fast and quality support, our Customer Care
representative may ask for the following:

Computer operating system and version (e.g. NT 4, Windows 95 Version B, CE 2.1, etc)
Geographic location of use

The device' s build option

Other configuration settings

PRODUCT OVERVIEW

This chapter contains general product information for the iIRX Wireless Application Platform. This chapter includes:

Genera Overview Page 9
iRX Characteristics Page 10
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Components of the iRX Page 11

Technical Specifications Page 12

General Overview

The iRX wireless device enables clientsin industries such as utilities, field services, transportation and public safety to connect to the Internet or
data, voice or video networks. The iRX is designed with high-performance boards in a compact form factor that isidea for integrationin a
variety of solutionsto provide, seamless mobility and interoperability across multiple wireless networks. The device supports a variety of loca
and remote 1/0, and features capabilities such as protocol conversions, encryption, expandable local datalogging, and browser-based over the air
configuration. The iRX is currently availablein six (6) build options/configurations (refer to the topic “iRX Build Options” of this chapter for
detailed description of available configurations).

Figure 1 —iRX Wireless Application Platform

elutions.com 9
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IRX Characteristics

TheiRX providesthe user with the following characteristics and benefits:

TPC/IP Stack — The Ipv4 TCP/IP Stack is the foundation of data communication in the iRX. It provides the following low level protocols
to the application layer: TCP, UDP, ICMP, ARP, SLP, PPP and NAT.

Handheld Speaker-Microphone I nterface — The iRX is equipped with an integrated port for connection to an external microphone-
speaker device, enabling voice communication.

IPSec and | KE Data Security — IP Security Protocol (IPSec) and Internet Key Exchange (IKE) are two features that facilitate secure data
transfer. With 1PSec and IKE the unit will be able to create a secure VPN connection to an application server. All data moving across this
secure VPN connection will be automatically encrypted with one of several strategies (including 3DES and AES).

USB Port — A USB v1.1 connection allows the unit to be a client on the USB bus; providing an ideal connection for modern laptops, tablets
and other equipment. The USB port will provide simultaneous connection to GPS, modem and configuration/diagnostic data.

RS-232 Serial Port (DCE configuration) — This port provides connection for older PCs and other legacy/industrial equipment. This port
can be configured to support one of the following: PPP Server, streaming GPS data or PPP client (external device interface).

10/100 Mbit Ethernet Port — This port provides a LAN/WAN data connection that can be used to provide an: Inter-device communication
network (LAN connection); Interface to PC or other network enabled equipment; or Alternate to theiDEN network (WAN connection).

Moabile IP Support — As an entity roams from one mobile network to another (i.e. fromiDEN to WLAN) its Internet (1P) address changes.
Mobile IP is an emergent standard that allows applications on the Internet to find a device regardless of whereit has roamed. The iRX will
act as the mobile device as defined in RFC 2002 in order to allow applicationsto track the device asit roams among networks. It will need
to interact with aHome Agent (HA) and Foreign Agent (FA) in order to provide Mobile IP services.

Browser-based Configuration Program — The iRX can be remotely configured via the wirel ess application’ s browser-based program. This
optiona program provides an administrator the ability to remotely configure the device or perform remote firmware updates.

Power/RTC Controller — The unit is equipped with amicro controller that serves the dual purposes of power controller and real-time
clock (RTC).

Non-Volatile Storage — Disk on Chip hardware provides 16 Mbytes of non-volatile storage to be used for onboard data collection.

Protocol Trandation (Financial ServicesATM build option) — TheiRX Financia Services build option supports the translation of
legacy ATM protocols such as BiSync and SDLC.

Integrated GPS Receiver — TheiRX has an integrated receiver for GPS communication for Automatic Vehicle Location (AVL). With
GPS, vehicle location or “positions’ can be determined. GPS datais used with mapping software so that vehicle location and movement can
be visually represented.

10
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Storeand Forward GPS Capabilities— TheiRX has atotal of 120kbytes of serial flash memory for data storage, giving the iRX data
logging and store/forward capabilities. If aunit loses communication, the data being collected through GPS and from the inputs will be

stored in memory and forwarded when communication is reestablished.

I/0O Interfaces (with GPS1/0O build option) — TheiRX has 6 digit inputs, 6 analog inputs and 4 digit outputs. These signals provide a

means of monitoring and controlling third party devices that are external to the iRX device.

Softwar e Development Kit (optional) — For users who wish to do customization the iRX without the expense and complexity of the SDK,
aJ2ME environment is planned. Users will be able to develop JAV A applications with the same freely distributed development

environment currently used to develop applications for cellular handsets.

Components on the iRX

The following diagram displays the components that exist on the front and rear panel for the iRX.

Speaker-

Z

Z

Master Reset / Microphone
Button Port /— Status LEDs

V4

Z

& X

MIC /@er
O

DEM IDEM iDEN  RS232 802.11 GPS

Status Signal T R T R T Status

Soft Reset
Button

IRX

Wireless Application Platform

B\

Figure 2 — Front Panel of iRX Wireless Platform

elutions.com
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802.11b Antenna
Connector

Ignition Sense & — | Modem Antenna

C 1
Power Port onnector USE Port
| 9]
802110

iDEN GP=
GMN /PWR ETHERMNET AMTEMMA  ANTENNA UzB RZ-232 WRLE,QI\_ESS

H [

Technical Specifications

RS-232 Modem

| ; L | GPS Antenna —
10/100 Mbit Data Connector

Ethernet Port Connector

Figure 3 — Rear Panel of iRX Wireless Platform

The following section outlines the technical specifications of theiRX.

Supported Network
Interface

Ethernet, Voice, 802.11b, GPS, iDEN

Input/Output Interfaces

Supports 6 digital inputs, 4 digit outputs and 2 analog input

Wireless Data/GPS
Connector

RS-232 port utilizing a DB9 male serial connector

Diagnostics Data
Connector

RS-232 port utilizing a DB9 male pin serial connector

Ethernet Connector

RJ-45 (normal polarity)

Power/lgnition Sense Input
Connectors

4 Pin Molex power/ignition connector combined

Antenna Connectors and
Inputs

Mini UHF female for cellular data — 50 Ohm
MCX Female for GPS — 50 Ohm
Male SMA for 802.11b — Reverse Polarity

USB Connectors

USB B

LED indicators

(Dependent on build option) 7 to 9 bi-color LED indicators: Power, IDEN Status, iDEN Signal

12
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Strength, iIDEN Rx/Tx, RS-232 Rx/Tx, 802.11b Rx/Tx, GPS Status, Ethernet link and Ethernet activity.

Reset Button

YES (recessed)

Master Reset Button

YES (recessed, unlabled)

RAM

8 Megabytes of SDRAM Memory

Program, Data Logging and
Storage Memory

16 Megabytes of non-volatile storage

Real Time Clock

YES

TCP/IP Stack

YES

Weight

Approx. 1000 grams

Dimension

7.78"W x 2.13"H x 5.25"L

Case

Dust and water resistant, gold aluminum extrusion

Power Input

9VDC -30VDC

Radio Band

2.4 GHz

Modulation

DSSS (Direct Sequence Spread Spectrum)

Max Link Coverage

100m/328ft

Max Data Rate

11 Mbps

GPS Receiver

8 channel with 32 correlators

GPS Data Protocols

NMEA 0183 v3.0, optional TSIP and TAIP

GPS Engines

Trimble Lassen SQ

GPS Messages

GGA, VTG, GLL, RMC, ZDA, GSA, GSV

Update Rate

UptolHz

Operating Temperature

-25°C to +65°C!

Storage Temperature

-40°C to +85°C

Operating Humidity

0-95% non-condensing @ +50°C

Shock & Vibration
Conformance

Per MIL-STD-810E

! Operating Temperature range is -20°C to +65°C when 802.11 option is present.

elutions.com
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[ EMI/EMC | FCC Part 15, Part 90, Class A

NOTE: Depending on the iRX’s build option, some specifications may not apply.
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IRX BUILD OPTIONS

In this chapter, you will learn about the build options that are available on the iRX to accommodate various industry solutions. This chapter

includes:

Summary of Build Options Page 15
802.11b NIC Build Option Page 16
802.11b Access Point Build Option Page 16
Telemetry (Ethernet/iDEN ) Build Option Page 16
Financia Services (Ethernet) Build Option Page 16
Financial Services (BiSync/SDLC) Build Page 16
Option
GPS & 1/0O Card Build Option Page 17

Features by Build Options Page 17

Summary of Build Options

Probably the single most important feature of the iRX is the ability to develop custom applications that solve alarge range of problems. The
hardware and firmware features combine to create high-level applications. eLutions offers six (6) configuration models (build options) for the

iRX. The available build options are listed below and are summarized in the following pages:

Option A —802.11b Networked Information Center (NIC)
Option B —802.11b Access Point

Option C — Telemetry (Base)

Option D — Financial Services (Ethernet ATMs)
Option E — Financial Services (BiSync/SDLC ATMs)

Option F —GPS and 1/0 Card

16
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Option A —802.11b Networked Information Center (NIC)

An optional wireless LAN module enablesthe iRX to communicate viaan 802.11b wireless Ethernet. In this mode, the iRX actsas aclient
(user) on awireless network, allowing it to connect to an access point as an aternate internet uplink (alternate to iDEN ) in times when this
would be faster or when an iDEN network is not present. The device provides NAT (Network Address Trandation) routing rules as well as
acting as a DHCP server on the local Ethernet network (wired only). Aninternal GPS module is provided to enable local or remote GPS
tracking of the device.

Option B —802.11b Access Point

This mode supports the creation of an 802.11b hotspot as a WiFi access point, where the iRX acts as the access point (server) of the wireless
network. Thiswill provide an Internet uplink over the iDEN network for local 802.11b wireless devices. The device will route packets
between the 802.11b network and the iDEN network as well as alocal wired Ethernet network. The device provides NAT routing rules as
well as acting as a DHCP server on the local Ethernet networks (wired and wireless), as well as providing IPSec data encryption (VPN)
connectivity acrosstheiDEN network through to aremotely located firewall. An internal GPS moduleis provided to enable local or remote
GPS tracking of the device.

Option C — Telemetry (Base)

This build option provides features an Ethernet Local Area Network (LAN) that supports one or more telemetry devices. TCP/IP or UDP
Packet Datais routed between the iDEN network and the Ethernet network by theiRX. An application server that islocated elsewhere on the
Internet or properly connected private network can query LAN devices for data. LAN devices can aso initiate data back to the application
server. The device provides NAT routing rules as well as acting as a DHCP server on the local Ethernet networks.

Option D — Financial Services (Ethernet ATMSs)

Thisbuild option is similar to the Telemetry build in that it provides an Ethernet Local Area Network (LAN) connection to theiDEN network.
Packet Datais routed between the iDEN network and the Ethernet network by the iRX. The device provides NAT routing rules aswell as
acting as a DHCP server on the local Ethernet network, as well as providing IPSec data encryption (VPN) connectivity acrosstheiDEN
network through to aremotely located firewall. This configuration has the SNMP capabilities that differentiates it from the Telemetry build but
does not have the BiSync/SDL C daughter card that distinguishsit from the ATM build.

Option E — Financial Services (BiSync/SDLC ATMSs)

This build features an internal daughter card to connect a synchronous serial Automated Teller Machine (ATM) to the iRX. Both BiSync and
SDLC protocols are supported and translated. Serial traffic is packetized and sent to a predefined remote host. Data from the remote host is
depacketized and sent out the serial port. This configuration can also utilize SNMP as a means for a Network Operating Center (NOC) to
monitor health status for each devicein alarge deployment. The device provides NAT routing rules as well as acting as a DHCP server on the

elutions.com 17
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local Ethernet network, aswell as providing IPSec data encryption (VPN) connectivity acrossthe iDEN network through to a remotely located

firewall.
Option F - GPS and I/O

This build option provides connection to the iDEN and GPS networks. In this configuration the iRX has expandable 1/O capabilities that
feature atotal of 16 Inputs and Outputs (6 analog inputs, 6 digit inputs and 4 digit outputs) for communication with external devices. The

device provides NAT routing rules as well as acting asa DHCP server on the local Ethernet network, as well as providing |PSec data

encryption (VPN) connectivity acrosstheiDEN network through to aremotely located firewall. Aninterna GPS moduleis provided to

enable local or remote GPS tracking of the device.

Features by Build Options

The following table outlines the features that exist for each of the build options.

Option A Option B Option C Option D Option E Option F
802.11 NIC 802.11 Telemetry Financial Financial GPS /10
BUILD OPTIONS Access Services (BiSync Card
Point (Ethernet) /SDLC)
PRODUCT NUMBER 8001'511'R'N' 8001'8:21'R'N' 8002-8:11-R|N- SOOZ'SZI'R'N' 8102-C1-RIN | 8203-C1-RIN
KEY DIFFERENTIATORS
Routable or Private Static IP address support
Embedded TCP/IP Stack
Browser-based Over The Air (OTA) configuration Program
Bi-directional IP Packet Routing featuring NAT address translation
Internal synchronous serial daughter board supporting SDLC & BiSync
802.11b WiFi WLAN - Client / Station
802.11b WiFi WLAN - Access Point (AP)
Auto-switch between 802.11 and iDEN networks
EXTERNAL 1/O
LED status indicators 9 9 7 7 7 8
iDEN status and iDEN signal strength bi-color LEDs
External soft/master reset switches
Microphone / voice / PTT port - Integration for handheld speaker
Total I/O 0 0 0 0 0 16 in/8 out
8

Analog Inputs

18
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Digital Inputs

16

Digital Outputs

Serial Ports

RS-232 configurable, multi-protocol serial communication port

USB configurable, multi-function USB serial port

10/100BaseT RJ45 Ethernet Port

External 802.11B WiFi antenna connection

INTERNAL FUNCTIONALITY

IKE/IPSec IP encryption with configurable encryption types including
3DES and 256-bit AES

Optional

Optional

Ignition sense

Sleep mode for enhanced power conservation

Custom protocol conversion capability

Internal real-time clock

SNMP agent (v1 and v2c)

Optional

Optional

Optional

DHCP client/server on Ethernet (and 802.11 where applicable)

WiFi 64-bit WEP encryption

GPS FEATURES

GPS loop-back to user defined server

Store, hold, and forward GPS data

Embedded Geo-fencing functionality

Optional

Optional

NMEA/TSIP/TAIP supported GPS protocols

Streaming TCP/IP output for local or remote device

GPS output through RS-232 serial, USB serial, iDEN, and/or available
Ethernet ports

ENVIRONMENTAL & TEST STANDARDS

Gold Anodized Rounded Aluminum enclosure

Operating Temperature

-20to +60 C

-20to +60 C

-251t0 +60 C

-2510 +60 C

-25t0 +60 C

-2510 +60 C

MIL-STD-810E

TIA/EIA 603
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CONFIGURING THE IRX

This chapter includes instructions on how to connect and configure the iRX using the web-based Wireless Application Platform (WAP)

configuration program. This chapter includes:

Web-based Configuration Program Page 20
Minimum System Requirements Page 20
Connection Methods Page 21
Connect via Local Ethernet Page 21
Connect viaiDEN Network Page 22
Connect via 802.11b Access Point Page 22
Login to Configuration Program Page 23
Configuration Options Page 24
Save All Settings Page 25
View Changes Page 26
Disregard Changes Page 27
Genera Settings Page 28
Ethernet Settings Page 31
802.11 Settings Page 33
(NAT) Network Address Trandation Settings Page 36
IPSec Configuration Page 38
GPS Setting Page 42
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Web-based Configuration Program

TheiRX Wireless Application Platform (WAP) has aweb-based configuration program allows you to configure the iRX from any computer
running aweb browser. This application provides monitoring and configuration features that allow easy, remote communication with the iIRX
to change parameters, upgrade firmware or monitor statistics.

Figure 4 — iRX Configuration Program

Minimum System Requirements

TheiRX is configured from a computer running aweb browser. Y ou can configure the unit from alocal interface (i.e. 802.11 or Ethernet) or from
the wide-areainterface (iDEN ).

PC with Windows 98SE, Me, 2000 or XP using Netscape 6.0 or higher, or Microsoft Internet Explorer 5.5 or higher, Mozilla or Firefox
Browsers.

Existing Ethernet or Wireless Network for connection
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Connection Methods

TheiRX alowsyou to configure by connecting the device to alocal interface (i.e. 802.11 or Ethernet) or from the wide-areainterface (iDEN ).
Depending on your iRX’ s build option, you will need to connect the device using the appropriate methods. These methods and corresponding steps
are described below.

Connect via Local Ethernet

In this method the computer and the iRX are connected to each other via an Ethernet network.

The following steps describe how to connect the iRX vialoca Ethernet:

1. FromtheInternet Protocol (TCP/IP) Properties screen, set the computer to obtain the IP address automatically.

2. Connect the iIRX to a computer via a crossover cable or via an isolated hub.

3. By default, the DHCP (Dynamic Host Configuration Protocol) server is active on the Ethernet interface. Verify that the computer has
received avalid Ethernet address. This address will be 192.168.150.100 if the unit has retained the default settings, but it could be
different if the settings have been altered.

4. Proceed to Login steps.

NOTE: The iRXis classified as a router device and has a DHCP server built into it. The DHCP server could potentially interfere with existing network
configurations if you connect the iRX directly to an existing Ethernet network. To prevent this, we recommend the use of a crossover cableor an
isolated hub that will provide direct connection between the computer and the iRX for configuration or troubleshooting purposes.
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Connect via iDEN

TheiRX works within the iDEN network to transmit/receive data wireless. In this method the computer has standard Internet access. Since you
are connecting viathe iDEN  wireless interface, no physical connection is made to the unit.

The following steps describe how to connect the iRX viaiDEN :

a c w DN

Connect the cellular antennato the port labeled iDEN Antenna located on the rear panel of the iRX.

Power up the iIRX by connecting the Ignition/Power connector to the port labeled IGN/PWR located on the rear panel of the iRX
Plug the other end of the Ignition/Power cord into a standard 2-prong polarized wall socket.

Check that the iIDEN Status and iDEN Signal levels are good.

Proceed to L ogin step.

Connect via 802.11 Access Point

Access Points are transmitter / receivers (transceivers) that connect to a network through an interface such as a bus or connector. They receive,
store, and transmit data between the wireless LAN and the wired networks. End-users access the WLAN through wireless LAN adapters,
similarly equipped with transmit and receive capahilities. This method allows you to configure the iRX via an 802.11b wirel ess connection.

The following steps describe how to connect the iRX via 802.11b:

a > w D

6.

Connect the 802.11b antenna to the port labeled 802.11b Antenna located on the rear panel of the iIRX.

Power up the iRX by connecting the Ignition/Power connector to the port labeled | GN/PWR located on the rear panel of theiRX.
Plug the other end of the Ignition/Power cord into a standard 2-prong polarized wall socket.

Find the name of the Access Point in available network connections that represents the iRX (default name is NEW IRX)

Connect to the access point with the appropriate channel and WEP settings (Default is WEP encryption off)

Proceed to L ogin steps.

Login to Configuration Program

The following steps describe how to login to the Configuration Program:

1

From your computer, open a compatible web browser (for example: Internet Explorer, Firefox or Mozilla) program.

elutions.com 23



iIRX Wireless Application Platform

2. Enter your iRX’s IP address in the browser address window (i.e. http://170.206.3.208/). The IP address is supplied as part of the
documentation from unit activation.

3. Hit Enter to load the page.
4. TheEnter Network Password/Connection dialog box will appear.

5. Typethe User name and Passwor d, then select OK to complete the login process.
6. TheelLutionsiRX Wireless Application Platform screen appears.
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Configuration Options

Values that can be changed are contained in an outlined box or a drop-down list. The following table describes the options available on the

Configuration Program.

Options

Description

Select thislink to save the changes that were submitted. This option
appears on top of the various screens only when a modifiable value
is selected.

“iew changes

Select thislink to view al the changes that were made. This option
appears on top of the various screens only when a modifiable value
is selected.

Select thislink if you want to ignore all submitted changes. This
option appears on top of the various screens only when a modifiable
valueis selected.

Select thislink to edit a specific parameter. This option only appears

edit next to the value that can be modified.
del Select thislink to delete a specific parameter. This option only
appears next to the value that can be modified.
add Select thislink to add a new parameter. This option only appears
next to the value that can be modified.
cubrmit Select thislink to submit the changes made to a specific parameter.
This option only appears next to the value that can be modified.
cancel Select thislink to cancel the changes made to a specific parameter.

This option only appears next to the value that can be modified.

elutions.com
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Save All Settings

The following steps describe how to change and save values on the configuration screens.

o g~ wdh R

From any of the configuration screens, select or highlight the value that you want to edit.

Type the new value in the box then hit the Tab key or Click on a blank part of the window to accept the change.

If the value appears on the drop-down ligt, click the arrow to display the available values. Select the desired value.
The Save All Settings, View Changes, Discard Changes links will appear at the top of the screen.

Select the Save All Settings link to save the changes.

The“Do you want to save all settingsto the controller” diaog box appears. Click OK to continue the save process.

The system will display a blank page while the request is being processed. If the edit was out of range, or had a validation error, a
message box will appear and the last good val ue will replace the previous val ue.

NOTE: Wait approximately 10 seconds and refresh the browser. If you are connected via the iDEN network (the WAN interface) wait about 45 seconds
and then refresh.

If the changes made are processed successfully, the “ Settings Saved Successfully” message will appear on the top left corner of the
screen.

26
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View Changes
Thislink will bring up asummary of configuration changes made to the iRX. The following steps describe how to view current changes.

1. Oncethe Save All Settings has been selected, the Save All Settings, View Changes, Discard Changes links will appear at the top of the
screen.

2. Select View Changeslink to review the changes made.

3. The system returns a summary page listing all the configuration changes made since the last time the Save All Settings options was
selected.

Figure 5 — View Changes Screen

4. Click the X (close window) button to close the change summary screen.
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Discard Changes

Thislink will undo all changes made since the last setting save. The following steps describe how to discard the configuration changes made.

The Save All Settings, View Changes, Discard Changes links will appear at the top of the screen.
From any configuration settings screen, select the Discard Changeslink to undo any changes made.
The system will display a blank page while the request is being processed.

Once the request is completed, the Save All Settings, View Changes, Discard Changes links disappears from the top of the screen. These
links will appear again when avalue is selected for modification.

AwbdpR
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General Settings Screen

The General Settings screen isthefirst screen to be displayed. It contains information relating to the iDEN  wireless network connection.

Figure 6 — General Settings Screen

The following tables describe the parameters and data val ues on the General Settings screen.

WAN Addressing

The wide area network (WAN) status values are used to address the device over the iDEN digital cellular network. These values are read only
and can not be modified.

Parameter Value Description

WAN IP address This value represents the | P address of the unit from the WAN. This |P addressis static for
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the life of the unit.
WAN netmask This value represents the network mask of the unit from the WAN.
WAN default gateway This value represents the network address to which outbound traffic is routed.
WAN DNS address This value represents the server decoded URL s into IP addresses.
iDEN Data

Thisinformation comes fromtheiDEN radio board that are useful when troubleshooting connectivity issues. These values are read only and can
not be modified.

Parameter Value Description
iDEN Serial Number This value represents the factory serial number of theiDEN  unit.
iDEN IMEI Number This value represents another unique identifier of the iDEN .
iDEN SIM ID This value represents the identifier of the SIM chip that isinstalled on theiDEN .
iDEN Firmwar e Revision This value represents the firmware revision number of theiDEN module.

General Configuration

These items provide genera information about the iRX unit. The Firmware Revision parameter is read only and can not be modified.

Parameter Value Description
iRX Firmwar e Revision This value represents the firmware revision of theiRX unit.
Password This value represents the web based configuration screens password.

It is recommended that the user change this configuration password in order to protect
against unauthorized access.

Web Configuration Port This value represents the port number for the web-based Configuration Program. The default
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web port is 80. If adifferent port is chosen here, that port must be added as part of the
browser address by putting a colon and the port number after the |P address.

elutions.com
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Ethernet Settings

Click on the Ethernet link to display settings for the local Ethernet interface. This screen displays the wide area | P address of the unit. This address
iseither Internet routable or elseit isinternd to the iDEN  data network.

Figure 7 — Ethernet Settings Screen

Ethernet Configuration

The Ethernet local area network (LAN) isa10/100 Mbit connection that can be used to connect hard-wired Ethernet devices to the unit. Some of
these values will be read-only based on the settings of other values. The following table describes the parameters and data values on the Ethernet

Settings screen.

Parameter Value Description

This checkbox is used to turn the Ethernet interface on or off. If checked, then the Ethernet

Ethernet enable
Enable featureis turned ON.
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Automatically obtain IP address

This specifies whether the iRX will obtain its IP address dynamically (via DHCP). If
checked, the unit will get its IP address dynamically.

Ethernet IP address

This value represents the identifier of theiRX on the Ethernet network. Thisvalue is read-
only if the Automatically obtain IP address setting is enabled.

Ethernet netmask

This value represents the subnet mask of the unit on the Ethernet network. Thisvalueis
read-only if the Automatically obtain IP address setting is enabled.

Ethernet Mac address

This value represents the hardware identifier that may be helpful when monitoring network
traffic. Thisvalue isread only and can not be modified.

Ethernet DHCP server enable

This parameter indicates whether the iIRX will serve IP addresses to other devices on the
network. If checked, this parameter is enabled.

DHCP first address

This value represents the first automatic address that the unit will supply when set to
DHCP server mode.

DHCP # of addresses

This value represents the maximum amount of addresses that the unit will supply when set
to DHCP server mode.

elutions.com
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802.11 Settings

TheiRX can be configure to support 802.11 wireless local area network (WLAN) connection that can be used to connect to wireless Ethernet
devices.

Figure 8 — 802.11 Settings Screen
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802.11b Wireless Ethernet Network Configuration

The following table describes the parameters and values on the 802.11 Settings screen. Some of these values will be read-only based on the

settings of other values.

Parameter Value Description

802.11 enable This parameter indicates whether the 802.11 interface is enabled on the iRX. If checked,
the parameter is ON and the 802.11 interface is enabled.

802.11 Mode This parameter indicates whether iRX isthe wireless Ethernet connection mode between

Access Point (downlink) and Station (uplink) Mode.

Automatically obtain IP address

This value represents whether the iRX will obtain its IP address automatically. If checked,
then the unit will get its IP address dynamically (viaDHCP).

802.11 I P address

This value represents the identifier of theiRX on the 802.11 wireless network. This value
isread-only if the Automatically obtain IP address setting is enabled.

802.11 netmask

This value represents the subnet mask of the unit on the 802.11 wireless network. This
valueisread-only if the Automatically obtain IP address setting is enabled.

Networ k name (SSI D)

Thisvalueis used when theiRX isin access point mode and represents the iRX’s Server
Set Identification name.

Reect Any Valid for access point mode. This value indicates whether the SSID is to be broadcast. If
checked, this parameter is enabled meaning that the iRX will only accept connections
from stations that correctly supply the SSID.

802.11 channel This parameter alows the selection of 11 available channels and is valid in access point

mode only.

802.11 encryption mode

This parameter allows you to set the wireless encryption mode of theiRX. The options are
OFF or WEP (Wired Equivaency Protocol).

802.11 encryption level

If the encryption mode is WEP, this setting controls the encryption bit strength.

WEP key

This parameter allows you to set the key value for WEP transactions.

elutions.com
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802.11 DHCP server enable This value represents the whether the iRX will serve IP addresses to other devices on this
interface. If checked, this parameter is enabled indicating that it will serve IPsto other
devices.

DHCP first address This value represents the first automatic address that the iRX will supply on the 802.11

interface when set to DHCP server mode.

DHCP # of addresses This value represents the maximum amount of addresses that the iRX will supply on the
802.11 interface when set to DHCP server mode.
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NAT Settings

This screen contains configuration for the network address trand ation Network Address Trandation (NAT) feature.

Network Address Translation is the translation of an Internet Protocol address (IP address) used within one network to a different IP address
known within another network. In general it is used to allow inbound traffic to reach devices on internal networks (i.e. Ethernet or 802.11).
Specifically, traffic that is destined for a specific port on the iDEN interface can be routed to specified hosts on one of the private interfaces

(i.e. Ethernet).

NAPT (Network Address Port Translation) is used for outbound traffic. Any traffic sent from an internal host will appear to come from the iRX
iDEN address with a source port taken from a fixed pool of ports (0xc000 to Oxcfff or 49152 to 53247 in decimal notation.)

An example use of NAT is where an Ethernet enabled PLC is connected to the iRX see figure below).

—7L—

Ethernet .
IDEN Cellular

Remote

PLC IRX Computer

192.168.150.10 Internal 192.168.150.1
External 65.1.2.3

In the example, a remote computer wishes to collect data from the PLC using Modbus TCP protocol. The PLC is given a static address on the
Ethernet interface: 192.168.150.10. A NAT rule is specified to direct any Modbus TCP (e.g. any port 502) traffic that reaches the external
address of the unit (its static iDEN address in this case 65.1.2.3) to be forwarded to the internal address on the same port.

The NAT rule would read:

502 192. 168. 150. 10 502 TCP

Once this was configured, the remote machine could send Modbus commands to device 65.1.2.3 on port 503. When this traffic reached the
iRX it would be sent to the internal PLC at address 192.168.150.10 where the PLC could accept the connection and service the command.
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Figure 9 — NAT Settings Screen
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Inbound Traffic Rules

Traffic that reaches the WAN address can be routed to internal (LAN) devices by setting up inbound traffic rules. The following table
describes the parameters and values on the NAT Settings screen.

Parameter Value Description
External Port This value represents the destination port of the inbound traffic.
Internal IP This value represents the traffic that will be sent to thisinternal device.
Internal Port This value represents the traffic that will be sent to the internal device on this port.
Server Type ghi;val ue represents the protocol (TCP, UDP, or FTP) that is running on the internal
evice.

Outbound Traffic Port Settings

NAPT isthe feature that makes outbound traffic appears to come from the WAN address. The internal address and port are replaced by the
WAN address and an arbitrary port taken from the range specified here.

Parameter Value Description
Port Range Start This value represents the port number that starts the port range.
Port Range End This value represents the port number that ends the port range.
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IPSec Configuration

IPSec is used to provide security in the form of access control, data integrity, data origin authentication and protection against replays. This
screen is used to set up secure |PSec tunnels.

Figure 10 — IPSec Configuration Screen
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Figure 11 — IPSec Configuration (Add Selectors) Screen
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The following tables describe the parameters and values on the |PSec Configuration screen.

Selectors

The selector is part of the IPSec settings. The selector information is presented as a summary. The selectors are processed in order from top to

bottom. If there are more than one selector rules specified, the list can be re-ordered by using the up and down arrows.

Parameter

Value Description

Source Address
Destination Address

If the address type is Host, only |P address needs to be specified
If the address type is Range, a Start and End address is needed
If the address type is Subnet, then set an address and a mask.

Primary Content

Y ou are allowed to choose this value from the list of content rules specified below.

Secondary Content

Sour ce Port

Destination Port SettoasingleID or set to O for any. A list of protocol IDs can be found by select the
Protocol link located on the right had side of the IPSec Configuration screen.

Protocol 1D

Direction Specifies whether the traffic will flow in, out or bi-directionaly (in/out).

Content Rules

The content rules are a part of the IPSec settings and are presented as a summary.

Parameter

Value Description

L ocal Interface
Remote I nterface

This value specifies the two ends of this content rule.

Type

This parameter sets the effect of thisrule (i.e. tunnel, discard, €tc.).

42
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Authentication Algorithm

This parameter sets which mathematical scheme (if any) will be used to authenticate the
data. Also called the hash or integrity algorithm.

Encryption Algorithm

This parameter sets which mathematical scheme (if any) will be used to encrypt the data.
Also called the cipher agorithm.

Life(s)
Life (kB)

Each content rule has afinite lifetime that must be specified in seconds and/or in kBytes.
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GPS Settings

Global Positioning Satellite (GPS) data tracks the unit s location. This data can be sent to several destinations. This screen is used to set up Global
Positioning Satellite (GSP) features.

Figure 12 — GPS Settings Screen
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The following tables describe the parameters and values on the GPS Settings screen.

Output Options / Local Serial NMEA Format

Thisoption is designed for local serial consumers of GPS data such as a laptop running a mapping program.

Parameter Value Description

The value indicates whether the iRX will transmit the selected NMEA sentences to the

Enable Serial Sentences RS-232 port. If checked, the unit will send the selected sentences at 4800 baud.

NMEA Sentences

The following NMEA sentences are available for transmission from the iRX’s GPS module. Enabling or disabling these sentences affects both
local serial and local TCP/IP content.

Parameter Value Description

Recommended Minimum Content A genera purpose sentence that contains basic GPS data including coordinates, direction,
(RMC) speed and time.

The GGA data message includestime, position, altitude, satellitesin use and other

GPSFix Data (GGA) information

Track made good and ground speed | This sentence contains course direction (i.e. “track made good”) in true and magnetic
(VTG) degrees as well as speed over the ground.

Geographic position -

|atitude/longitude (GLL) This sentence contains position data.

Indicates the receiver operating mode, lists the active satellites and reports DOP (dilution

GPS DOP and active satellites(GSA) of precision) values
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GPS Satellitesin view (GSV)

Returns PRN number (a unigque identifier) and other data for each satellite that can
currently be seen by the GPS receiver.

Time and date (ZDA)

UTC time, day of the month, month and year are returned in this sentence.

46
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TROUBLESHOOTING

This chapter includes instructions on how to troubleshoot and resolve common problems with the iRX. This chapter includes:

Common Problems

Common Problems

Page
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SAFETY NOTICE

The following information is important for the safe and efficient operation of the iRX. Please read this safety notice before
operating the device.

Safe and Efficient Operation Guidelines

TheiRX contains a transmitter and receiver. When it is ON, it receives and transmits radio frequency (RF) energy. TheiRX operatesin the
frequency range of 806 MHz to 870 MHz and utilizes the digital modulation techniques. This product is authorized by FCC Rule Part 47CFR2.989
(b) which states that it should be used in such away that it maintains a distance of at least 8 inches (20 cms) between the human body and the
radio s antenna or the device. When you use your iRX, the system handling your call controls the power level at which the iRX transmits. The
output power level typically varies from 0 mw to 700 mw.

Exposure to Radio Frequency Energy

Your iRX isdesigned to comply with the United States Federal Communi cations Commission, Code of Federal Regulations; FCC part 90-sub part
S, and FCC-part 15, Class B. The device complieswith FCC's national standards and guidelines regarding exposure of human beings to radio
frequency electromagnetic energy.

Medical and Personal Electronic Devices

Most electronic equipment is protected from RF energy. However, certain equipment may not be shielded against RF signals being emitted from
your iRX.

Pacemakers
Operators should not use the device if individuals with pacemakers are within 6 inches (0.15 meters) of the antenna.

Hearing Aids
The device may interfere with hearing aid devices. Individuals who experience such interference should consult the hearing aid manufacturer
to discuss alternative solutions.
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Other Medical Devices
Individuals who have other medical devices not specifically mentioned in this safety notice should consult their physician or the manufacturer

of the device to determineif it is adequately protected from external RF energy.

Interference with Other Electronic Devices

RF energy may affect improperly installed or inadequately protected electronic operating and entertainment systems in motor vehicles. Check with
the manufacturer or representative to determine if these systems are adequately shielded from external RF energy. It is recommended that you also
check with the manufacturer of any equipment that has been added to the vehicle.
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APPENDIX A: GLOSSARY

This glossary contains terms and definitions used within this guide. It is by no means exhaustive of terms that you may come across.

802.11b/g
An |EEE (Institute of Electrical and Electronics Engineers) specification for awireless LAN link.

Access Points

Access points are transmitter / receivers (transceivers) that connect to a network through an interface such as a bus or connector. They receive, store, and transmit
data between the wireless LAN and the wired structure.

ASCII

American Standard Code for Information Interchange. A standard set of 128 characters, symbols and control codes used for computer communications. ASCI|
charactersrequire 7 bits of datato send, but are often sent 8 bits at atime with the extra bit being a zero.

Asynchronous Communication

A method of sending data in which the bits can be sent at random times. Data transmission is not synchronized to a clock. With asynchronous transmission, each
character istransmitted one at atime with a“start” bit at the beginning and one or more “stop” bits at the end. Any amount of time can elapse before the next
character can be sent.

AT Command

An order entered into the computer to request the device to perform certain actions, such as dial atelemodem number. AT commands are Hayes-compatible
commands.

Baud
The signaling rate of aline, which is the number of transitions (voltage or frequency changes) that are made per second.

Baud Rate
Signaling speed of the modem. Common baud rates are 2400, 4800, 9600, 19200, and 56k.

Browser
A browser is an application program that provides away to look at and interact with all the information on the World Wide Web or PC.

Byte
A data unit of eight bits.
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Circuit Switched Data

A networking technology that provides atemporary, but dedicated, connection between two stations no matter how many switching devices the data is routed
through. Circuit Switch was originally developed for the anal og-based telephone system in order to guarantee steady, consistent service for two people engaged
in a phone conversation.

Command M ode

The mode that accepts AT commands. Also known as Terminal Mode. When your modem isin this mode, it is waiting to receive AT commands that you type
from your communication software.

Communication Software
A computer program designed to connect your computer to an external source, such as another computer or afax machine.

Configuration

The term configuration defines the hardware components that comprise a subsystem and system. It is a set of conditions or parameters that define the structure of
an item such as the GPS processing and characteristics of the RS-232 interface ports.

Datagrams

A self-contained, independent entity of data carrying sufficient information to be routed from the source to the destination computer without reliance on earlier
exchanges between this source and destination computer and the transporting network. Also referred to as Packets or Packets of Data.

Data Services
One of the functions of your iDEN modem. Data services uses both circuit-switched and packet data transmissions.

DCD
Data Carrier Detect. An acceptable carrier signal received by the modem over the modem line. Also known as Received Line Signal Indicator (RLSI).

DCE

Data Communication Equipment. The equipment that establishes, maintains, and terminates a connection. It converts data into units of sound and vice versafor
communication over telemodem or cellular networks.

Decryption
Decryption is the process of converting encrypted data back into its original form, so it can be understood.

Default
A factory preset choice that, under normal circumstances, works best for your system. Y ou can either accept the default or change it.
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DHCP

Dynamic Host Configuration Protocol. A Protocol that lets network administrators manage centrally and automate the assignment of Internet Protocol (1P)
addresses within the organization’ s network.

Dial Up Networking (DUN)

A component in Windows that enables you to connect your computer to a network via modem. If your computer is not connected to aLAN and you want to
connect to the Internet, you need to configure Dial-Up-Networking (DUN) to dial a Point of Presence (POP) and log into your Internet Service Provider (1SP).
Your ISP will need to provide certain information, such as the Gateway address and your computer’s | P address.

Differential Capable
A term used to describe a GPS receiver capable of receiving and applying differential GPS corrections.

Differential GPS

A procedure of correcting GPS solutions to achieve improved position accuracy. Differential GPS provides 2 to 5 meter position accuracy. Differential accuracy
is obtained by applying corrections determined by the stationary Differential Reference Station to the GPS data collected by the RPU (receiver processing unit)
on-board the vehicle.

DNS

Domain Name Server. Thisis what converts names of domains (ex.: www.elutions.com) into | P addresses (ex.: 64.31.159.2). The DNS server that you useis
generally situated with your access provider.

DTE

Data Terminal Equipment. A computer or hand-held device that generates and receives data, and provides functions that control data communications through a
device like the modem.

Dynamic IP Address

An |P address that is automatically assigned to a client station in a TCP/IP network (usually by a DHCP server). Network devices that serve multiple users, such
as servers and printers, are typically assigned static | P addresses.

Encryption
Encryption is the conversion of datainto aform, called a cipher that cannot be easily understood by unauthorized device.

Ether net

|EEE Standard network protocol that specifies how datais placed on and retrieved from a common transmission medium. Thisis avery common method of
networking computersin a LAN using copper cabling.

Firewall
A firewall isaset of related programs, located at a network gateway server that protects the resources of a private network from users from other networks.
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Firmware
A set of software computer/processor instructions permanently or semi-permanently resident in read-only memory.

Foreign Agent
A router on a mobile node’ s visited network that provides routing services to the mobile node while registered. The foreign agent detunnels and delivers
datagrams to the mobile node that were tunneled by the mobile node’ s home agent.

Frequency
The number of vibrations per second of an audio or radio signal. Measured in hertz (Hz), Kilohertz (kHz), or megahertz (MHz). GPS frequenciesare L1=
1575.42 MHz or L2= 1227.60 MHz.

Gateway
A device that interconnects networks with different, incompatible communication protocols.

GPS

Global Positioning System is a " constellation” of 24 well-spaced satellites that orbit the Earth and make it possible for people with ground receivers to pinpoint
their geographic location. The location accuracy is anywhere from 100 to 10 meters for most equipment. Accuracy can be pinpointed to within one (1) meter with
specia military-approved equipment. The GPS is owned and operated by the U.S. Department of Defense but is available for general use around the world.

GPS Antenna
An antenna designed to receive GPS radio navigation signals.

GPS Pr ocessor

An electronic device that interprets the GPS radio navigation signals (received by the GPS antenna) and determines a location solution. The GPS processor may
also be able to apply (and determine) differential GPs corrections.

GPS Receiver
The combination of GPS antenna and GPS processor.

Hand-Held Devices
Small computing appliances, such as palmtops, personal digital assistants and pen-based computers.

Hertz (H2)
A frequency unit equal to one cycle per second.

Home Agent
The carrier or router responsible for determining the next network point to which a packet (data) should be forwarded toward its destination.
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iDEN

Integrated Digital Enhanced Network: A Motorola Inc. enhanced specialized mobile radio network technology that combines two-way radio, telephone, text
messaging and data transmission into one network.

Inter net

A series of interconnected local, regional, national and international networks linked using TCP/IP. The Internet links many government, university, research and
commercial sites. It provides e-mail, Web browsing and file transfer services.

Internet Service Provider (1SP)
Provides your computer with Internet access. Also known as Service Provider.

Intranet

A network based on TCP/IP protocols (an internet) belonging to an organization, usually a corporation, accessible only by the organization’s members,
employees or others with authorization. An Intranet’s Web sites |ook and act just like any other Web sites, but the firewall surrounding an intranet fends off
unauthorized access.

IP Address

Every computer connected to the Internet is assigned a unique number known as an Internet Protocol (1P) address. An IP addressis a 32-binary digit number that
identifies each sender or receiver of information that is sent in a packet across the internet.

Kbps
Kilobits per second. Generally represented at 1000 bits per second.

LAN

A local areanetwork (LAN) is agroup of computers and associated devices that share a common communications line and typically share the resources of a
single processor or server located within a small geographic area (i.e. an office building).

L aptops
Portable computers, such as notebooks and sub-notebooks.

Local Area Network (LAN)
A computer network that spans over arelatively small area. Most LANSs are confined to a single building or group of buildings.

MAC Address

A Media Access Control address is a unique number assigned by the manufacturer to any Ethernet networking device such as a network adapter or router that
allows the network to identify it at the hardware level.
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Mobile P

An |P enhancement that provides forwarding of traffic to moving users. It uses agentsin the user’ s home network and in all foreign networks. When logging on
to aremote network, users register their presence with the foreign agent, and the home agent forwards the packets to the remote network. Mabile IP permits
mobile devicesto inform a“visited” network that it is present and then arrange to have its home network forward datato it automatically.

M obile Node

A host or router that changes its point of attachment from one network or subnet to another. A mobile node can change its location without changing its IP
address.

Modem

An electronic device enabling digital datato be sent over analog transmission facilities. Converts a digital signal to analog and back to digital again. Modem
stands for Modulator/De-Modul ator.

NMEA
National Marine Electronics Association. An association that defines marine electronic interface standards for the purpose of serving the public interest.

NMS
Network Management System. An application or suite of applications designed to monitor networks using SNMP.

Non-Routable | P

A communications protocol that contains only a device address and not a network address. It does not incorporate an addressing scheme for sending data from
one network to another. Examples of non-routable protocols are NetBIOS and DEC's LAT protocols. Also some TCP/IP addresses are considered non-routable.

Node
A host or router.

Non-Volatile Memory

Memory that holds its content without power. Permanently stored information that is not lost when you power off. ROMs, PROMs, EPROMSs and flash memory
are examples.

Packet of Data
A bundle or block of data, organized in a specific way for transmission.

Parallel Port

A low speed port, usually located on the rear of a computer, which usually connects to printers. Parallel ports transmit data simultaneoudly over eight “parallel
wires’ one byte at atime (as opposed to a serial port, which transmits data one bit at atime).
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Parity Bit
Parity is a process for detecting whether bits of data have been altered during transmission. A Parity Bit is a non-data bit that is added to a group of data bitsto

check for transmission errors. Parity Bits are used in Parity checking which is an error-checking method in asynchronous transmission. The parity bit tellsthe
receiving end of a transmission whether there should be an even or odd number of bits contained in that transmission.

PING

(Packet INternet Groper) An Internet utility used to determine whether aparticular IP addressisonline. It is used to test and debug a network by sending out a
packet and waiting for aresponse. A program used to test whether or not a network component is available.

PPP

(Point-to-Point Protocol) The most common method for connecting to the Internet. PPP provides serial line (dial-up) connectivity, authentication, compression
and encryption between two computers and can handle several protocols simultaneously.

Protocol

Hardware and software standards that govern transmission between two communications devices. There are several layers, or levels, of functionality in a
protocol. Each layer may be available, as a separate software component, or several layers may be combined into one.

Public IP Address
See Routable | P Address.

RAM
Random Access Memory is the working memory of the computer where you can enter information and call up data.

RJ-45 (Registered Jack-45)
A connector is used for connecting Ethernet devices. The eight-wire connector is similar to that of a telephone connector.

Routable P Address (Public IP Address)

A communications protocol that contains a network address as well as a device address, allowing data to be routed from one network to another. Exampl es of
routable protocols are SNA, OSl, TCP/IP, XNS, IPX, AppleTalk and DECnet.

Router

A device that determines the next network point to which a data packet should be forwarded, enrouted to its destination. The router is connected to at least two
networks and determines which way to send each data packet based on its current understanding of the state of the networksit is connected to. Routers create or
maintain a table of the available routes and use this information to determine the best route for a given data packet.

RS-232

A communication standard for digital data. Specifies a number of signal and control lines. RS-232 is often associated with a 25-pin connector called DB-25.
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Serial Port

An input/output (1/0) port transmits data one bit at atime, as opposed to a parallel port that transmits multiple (usually eight) bits simultaneously. RS232C isa
common serial interface standard.

Service Specific Software
A program designed for a designated online service such as AOL.

SNMP

Simple Network Management Protocol. Management protocols are used aimost exclusively in the TCP/IP networks. SNMP provides a means to monitor and
control network devices, and to manage configurations, statistics collection, performance, and security, typically through the use of an NMS.

SSID

A Service Set Identifier is a unique name shared among all pointsin awireless network. The SSID must be identical for each point in the wireless network and is
case-sensitive.

Start Bit
A data bit used in asynchronous transmission to signal the beginning of the character.

Stop Bit
A data bit used in asynchronous transmission to signal the end of the character.

Synchronous Communication
A method of sending digital datain which the bits come at fixed, rather than random, times and are synchronized to a clock.

TCP/IP (Transmission Control Protocol/Inter net Protocol)

The two best-know Internet protocols, often erroneoudly thought of as one protocol. TCP enables two hosts to establish a connection and exchange streams of
data. TCP guarantees delivery of data and guarantees that packets will be delivered in the same order in which they were sent. |P acts as a postal system, allowing
you to address a package and drop it in the system, but doesn’t provide a direct link between you and the recipient. TCP/IP, on the other hand, establishes a
connection between two hosts so that they can send messages back and forth for a period of time.

Terminal Mode

The mode that accepts AT commands. Also known as Command Mode. When your modem isin this mode, it iswaiting to receive AT commands that you type
from your communications software.

Transmission Rate
Therate at which datais transferred measured in bits per second. Common transfer rates are 9.6bps/ 19200bps / 57600bps / 115200bps.
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Tunnel
Tunneling is using the Internet as part of a private secure network. The "tunnel” is the particular path that a given data packet might travel through the Internet.

UbP

User Datagram Protocol is part of the TCP/IP suite of protocols used for data transferring. It is a connectionless protocol meaning it doesnt acknowledge that the
packets being sent have been received. For this reason, the UDP protocol istypically used for streaming media.

uTtcC

Universal Time Coordinated. Uniform atomic time system/standard that is maintained by the US Naval Observatory. UTC defines the local solar mean time at
the Greenwich Meridian.

UTC Offset
The difference between local time and UTC (Example: UTC — EST = 5 hours).

VPN

Virtual Private Network. A private data network that makes use of the public telecommunication infrastructure, maintaining privacy through the use of a
tunneling protocol and security procedures.

WEP (Wired Equivalent Privacy)
A data privacy mechanism based on a 64-bit, 128-bit or 256-bit shared key algorithm.
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